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“The average time required 
to detect a data breach is 
currently 197 days, and the 
average time required to 
contain a data breach once 
identified is 69 days.”
Ponemon’s Cost of Data Breach Study, 2018

Using data classification to improve your threat detection and response tools 

Data Classification: 
Providing The Context, 
When You’re Under Attack 

There are various threat detection and response tools 
available on the market which organisations use to detect if 
a breach has occurred, see how it happened, and how they 
can prevent it from happening again. These include security 
information and event management (SEIM) tools, user/entity 
behaviour analytics (UEBA) tools, endpoint detection and 
response (EDR) tools and incident response (IR) tools. 

Acting Upon Lost Data
When a data breach occurs, there are two elements an 
organisation will need to look at:

1. The Context 
The organisation needs to determine the severity of the 
breach, where it occurred, how big it is, and what action they 
need to take

2. What Is The Priority 
If there has been more than one breach at a time, the 
organisation will need to prioritise which is most important 
to fix first 

Despite being able to detect, or assist in detecting, a breach 
in the first instance, SIEM, UEBA, EDR and IR tools are unable 
to give granularity on the sensitivity of the data that has been 
lost in the breach. This means it is virtually impossible for an 
organisation to really understand the context of the breach, 
or what the priority really should be, by using threat detection 
and response tools alone. 
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Classification: A Strong 
Foundation
There is a simple solution to understanding the severity of a 
data breach, and that is by adding a data classification tool 
to your security ecosystem. Applying classification tags and 
metadata to each document that is produced within your 
organisation provides the appropriate level of granularity to 
identify the precise sensitivity of the data contained within. 
You can also use these tags to dig down via a reporting 
console to monitor user behaviour, which can highlight any 
potential insider threats. 

Using data classification to tag and report, you are able to 
determine how much sensitive data individual employees 
have access to, or have saved. Classifier adds direct value 
to threat detection and response tools via contextualisation, 
and the ability to accurately prioritise the action needed. This 
in turn, allows the users of threat detection and response 
tools to do their job more accurately, as the classification 
tool is providing data they don’t already have access to.

If a breach occurs, an EDR tool, for example, will see that  
10 devices have been compromised. Data classification  
will then allow you to dig deeper to see that out of those  
10 compromised devices, only 1 holds “top secret” 
information, and should therefore be prioritised in securing 
over the other 9. 

From an incident response tool perspective, if data has been 
lost or compromised, if you can get to the granularity of 
whether it was “public” or “top secret” data, it would allow 
you to change the required response in terms of  
regulatory compliance. 

There have been instances in recent years, where globally 
recognised organisations have been the subject of a widely 
reported data breach. CEO’s have had to appear in the media 
to confirm that the organisation doesn’t yet know what data 
has been lost. Had they been using a classification tool 
with a reporting functionality alongside the threat detection 
and response tools, they would be able to use a deep dive 
into the reporting and user activity to see who had what 
data on their machine at the time of the breach, and narrow 
down key information to identify exactly what data has 
been lost. Instances like these of not knowing what data 
your organisation has lost, and potential slow responses 
to a breach because of this, can result in not only various 
regulatory fines, but also a loss of customer trust and 
reputation, which is somewhat more valuable.

Knowing what data you have within your organisation, 
and where it is sitting, provides your threat detection and 
response tools with a much stronger base than using them 
alone. To find out how data classification brings added value 
to your information security tools, get in touch today.
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