
© HelpSystems, LLC. All trademarks and registered
trademarks are the property of their respective owners.

www.boldonjames.com

Key Changes With CPS 234
• Information security control assurance is provided 

by personnel appropriately skilled in providing such 
assurance

• Ultimate responsibility for information security lies with 
the Board 

• Disclosure of a breach must be given to an APRA, 
within 72 hours of a breach occurring

• Internal control weakness must be addressed within 5 
business days

• All APRA-regulated entries must comply with CPS 234 

Protecting the sensitive data of Australian citizens

APRA Prudential 
Standard CPS 234

The Australian Prudential Regulation Authority (APRA) 
Prudential Standard CPS 234 Information Technology comes 
into force on 1stJuly 2019. This Standard makes protection 
levels more stringent as regulated entities will have to 
demonstrate compliance with the standard rather than just 
following the guidance.

The Board of an APRA-regulated entity is ultimately 
responsible for ensuring that the entity maintains its 
information security and adheres to the APRA  
CPS 234 Standard. 

Organisations need to demonstrate the maintenance of 
an information security capability that aligns with the 
vulnerabilities and threats to which its information assets are 
exposed and enables the continued operation of the entities. 
APRA CPS 234 has a strong focus on identifying and 
managing information assets – ie Corporate Data.

It is important for organisations to get things in order now 
– determining the risks to be managed, understanding what 
data needs to be protected, starting to secure it, and putting 
resources and policies in place. The best place to start is 
with data classification – the first step to a truly data-centric 
approach to protecting personal information.

Cost of non-compliance will be assessed in terms of 
reputation loss and damage to the brand, while the regular 
and periodic data protection audits recommended in the 
regulation will make it more likely that incidences of non-
compliance get picked up.
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Secure Your Sensitive Data

The first step in using a data classification approach to 
ensure compliance is to understand all of the personal or 
sensitive data you hold, and the potential risks to its security. 
You will need to ask:

• What data you already hold?
• What data is being collected, and where from?
• Where is it being stored and processed?
• Why you have it?
• How sensitive it is?
• How it is accessed, used or shared - including externally? 

The data should then be classified or tagged according to its 
sensitivity. Once you have singled out the most confidential 
information, you can determine what higher grade controls 
should be applied to ensure it is adequately protected.

Don’t Delay Your Preparations
The sheer volume of unstructured data within organisations, 
combined with the ever increasing technical abilities of 
hackers are finding to breach perimeters, make it impossible 
to rely on people and processes alone to ensure that 
sensitive personal data is handled appropriately.

Data classification embeds a culture of compliance by 
involving users in identifying, managing and controlling 
regulated data, while automating parts of the protection 
process to enforce rules and policies consistently. 

As you prepare for the introduction of the amendment, 
classifying data as a first step will enable the protection 
strategy and solutions you implement to be built around  
the types of data you have, and the levels of security  
they require.

Visit boldonjames.com for more information on how data 
classification can protect your sensitive data

How Can Boldon James Help?
Boldon James Classifier, the market leading data 
classification product, supports compliance with the 
APRA Prudential Standard CPS 234 :
• Boldon James is used in very large organisations with 

a wide variety of data classification policies
• Boldon James supports a strong, scalable  and 

granular approach to data classification. With the 
ability to handle complex classification requirements 
that persist for the entire document lifecycle, Boldon 
James is the choice for complex organisations such 
as Financial Services, Superannuation, Insurance and 
Health Insurance

• Boldon James persistent metadata protects all 
emails, documents and other unstructured data of the 
organisation from unintended data loss via email and 
other exit vectors. This metadata also improves the 
flow of information assets to third parties.

• Boldon James metadata labels drive additional security 
controls and solutions, such as DLP, encryption and 
rights management.

• Boldon James provides ease of management for 
the organisation plus strong user support through 
extensive education and alerting.

• Providing a strong audit trail for classified data through 
providing critical audit information on classification 
events to enable remediation activity and demonstrate 
compliance position to regulatory authorities

• We orchestrate  data management solutions, such as 
data retention and archiving, to ensure adherence to 
data storage requirements.
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