
Solution Brief

The Singapore Personal Data Protection Act (PDPA) of 2012 establishes a 

general data protection law governing the collection, use, and disclosure of 

an individual’s information by an organisation. With penalties that target the 

organization and the individual, PDPA strives to entrench the protection of 

personal data into the business culture of an organisation. 

The foundation of any data security strategy is to identify your sensitive 

and regulated data as it empowers users and automated policies to make 

informed, deliberate decisions on how that information should be protected. 

TITUS Classification Suite helps organisations comply with PDPA by locating, 

identifying, and classifying the unstructured data that contains personal 

identifiable information (PII). Once the data has been identified, TITUS helps to 

enforce the critical PDPA obligations for protection, transfer, and retention.

Information Protection

• Identify unstructured data that contains PII automatically or by user 

involvement

• Display visual classification markings to inform users of the data’s sensitivity

• Analyse user activity with sensitive PII to detect insider threats

Data Transfers

• Alert users about PDPA policy violations and educate them while they work

• Apply encryption automatically to the most sensitive files

• Enforce safe recipient policies to ensure PII is sent only to authorised users

Retention and Deletion 

• Apply appropriate retention metadata to documents and files

• Discover and delete redundant duplicate data in local and cloud file shares

• Move outdated information to trash folders for deletion
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PDPA Breach Consequences

Businesses: fines up to

$1,000,000

Individuals: 

fines up to $10,000 and/or a 

jail term of up to 12 months

Loss

of reputation

Loss

of customers
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Promote a culture of security 

by prompting users to 

stop, think, and consider 

the business value of the 

information they are creating 

and handling. TITUS helps 

employees follow security 

policy by providing targeted, 

interactive security education 

when handling email and 

documents – without 

disrupting everyday workflow. 

Align end users with policy to 

avoid costly and embarrassing 

PDPA compliance violations 

with TITUS Classification. 

About TITUS

TITUS solutions enable organisations to discover, classify, protect and 

confidently share information, and meet regulatory compliance requirements 

by identifying and securing unstructured data. TITUS products enhance data 

loss prevention by classifying and protecting sensitive information in emails, 

documents and other file types – on the desktop, on mobile devices, and in the 

Cloud.

TITUS solutions are trusted by millions of users in over 120 countries around 

the world. Our customers include Dell, Provident Bank, Dow Corning, Safran 

Morpho, United States Air Force, NATO, Pratt and Whitney, Canadian 

Department of National Defence, Australian Department of Defence, and the 

U.S. Department of Veterans Affairs.

TITUS policy alerts help foster a culture of data security


