
Highlights
• Prevent data loss via email with 

data classification from TITUS and 
Palo Alto Networks data filtering 
solution

• Safely enable access of critical 
information at the data center

• Prevent the access of sensitive 
data on insecure systems with 
the integrated solution offered 
by TITUS and Palo Alto Networks 
GlobalProtect client

PALO ALTO NETWORKS 
AND TITUS

Data loss is a major concern for organizations around the world. The loss of data can 
have severe impacts on an organization’s brand, with the potential for financial and legal 
implications – especially for organizations in highly regulated sectors. With an increased 
reliance on cloud services and storage, mobile devices and BYOD, coupled with con-
cerns of intentional or accidental insider threat actors, organizations are looking for new 
ways to identify and classify sensitive data to prevent it from being lost.

TITUS Classification Suite
TITUS solutions enable organizations to classify, protect and confidently share informa-
tion by identifying and securing unstructured data. Through the classification of emails, 
documents, and other file types, TITUS identifies sensitive data so that security teams 
can optimize prevention policies and focus on the highest-risk areas. From automated 
classification to user-driven classification built into the user’s regular workflow, TITUS 
provides the most advanced and flexible solutions to meet enterprise requirements. As 
organizations look to enhance their cultures of security, TITUS enforces security policy 
and provides targeted, interactive education for the user so that security becomes 
everyone’s responsibility. 

Technology Segment: Data Classification

Palo Alto Networks
Next-Generation Firewall

TITUS Classification Suite
classifies emails, documents
and files

With Palo Alto Networks,
administrators have a powerful
solution for identifying
and controlling the flow of 
sensitive data
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Palo Alto Networks Next-Generation Security Platform
Palo Alto Networks® Next-Generation Security Platform, comprised 
of our Next-Generation Firewall, Threat Intelligence Cloud, and 
Advanced Endpoint Protection, uses an innovative traffic classifi-
cation engine that provides full context by identifying all traffic by 
application, user and content. Palo Alto Networks URL Filtering 
provides protections, synchronized across the attack lifecycle, with 
the latest threat intelligence on phishing, malware, and undesired 
content through our cloud-based URL categorization. By combining 
network, cloud and endpoint security with advanced threat intelli-
gence in a natively integrated security platform, Palo Alto Networks 
safely enables all applications and delivers highly automated, 
preventive protection against cyberthreats at all stages in the attack 
lifecycle, without compromising performance. 

Palo Alto Networks & TITUS
Palo Alto Networks integrates with TITUS to enable secure 
sharing of sensitive information throughout the enterprise. With 
TITUS Classification Suite, organizations can designate document 
classifications (e.g., “confidential” or “internal”). Once a document 
has been classified, metadata is applied to it. Together with the data 
filtering features of the Palo Alto Networks firewall, administrators 
have a powerful solution for identifying and controlling the flow of 
sensitive data within their networks, based on the email/document 
classification provided by TITUS. Palo Alto Networks Next- 
Generation Firewall leverages this data classification to prevent 
data loss via email, at the data center, and on insecure systems and 
unmanaged devices.

USE CASE #1
Prevent Data Loss via Email
Problem: Data loss over email can be accidental or malicious, and 
it can have a serious impact on organizations. Users must have 
ways to classify sensitive data and prevent data loss over email, 
especially if using an unsanctioned email client.

Solution: Joint customers of TITUS and Palo Alto Networks who 
use TITUS Classification, Palo Alto Networks App-ID™ application 
identification technology and the data filtering profile can identify 
TITUS-classified documents that are being sent outside the net-
work as email attachments. Using TITUS, organizations can iden-
tify and classify sensitive data at creation on the desktop (emails, 
documents and files) or at rest on cloud and file repositories, so 
that security teams can optimize prevention policies and focus on 
the highest-risk areas. Together with the data filtering features on 
the Palo Alto Networks Next-Generation Firewall, administrators 
have a powerful solution for identifying and controlling the flow of 
sensitive data.

USE CASE #2
Prevent Data Leaks at Data Center Levels
Problem: Sharing sensitive materials with teams that don’t need 
the information introduces unnecessary risks to organizations. 

Preventing the unauthorized access of sensitive materials reduces 
the risks of both intentional and accidental insider threat actors. 

Solution: With fine grain control, the integration between TITUS 
and Palo Alto Networks can allow employees in any department 
to access certain confidential materials based on rules or policy 
put in place per department, role or region. On the Palo Alto 
Networks firewall, with User-ID™ user identification technology 
enabled, two rules are created, from the trust zone to the DMZ 
or server zone. One rule to “allow” for employees within the 
department, and one for cleanup to deny access to all other users. 

USE CASE #3
Protect Mobile Products or Insecure Systems 
Problem: As users become increasingly mobile, they need to 
access sensitive data on the go. However, many mobile devices 
are insecure, which causes a security challenge for CISOs faced 
with compromises between mobility and security. 

Solution: With TITUS Classification Suite and Palo Alto Networks 
GlobalProtect™ network security for endpoints, you can mitigate 
the risks of mobile information sharing by extending the benefits 
of classification to your mobile workforce. With GlobalProtect 
Host Information Profile checks, organizations can set rules to 
ensure users can only access sensitive material, based on classifi-
cation over encrypted devices. For example, if a user is trying to 
download documents that have been classified with a sensitive 
business value to an insecure device, GlobalProtect can read the 
TITUS classification and prevent the download. 

About TITUS
TITUS solutions enable organizations to discover, classify, protect, 
analyze and confidently share information, and meet regulatory 
compliance requirements by identifying and securing unstructured 
data. TITUS products enhance data loss prevention by classifying 
and protecting sensitive information in emails, documents and 
other file types – on the desktop, on mobile devices, and in the 
Cloud. TITUS solutions are trusted by millions of users in over  
120 countries around the world. Its customers include Dell, Safran 
Morpho, United States Air Force, NATO, Pratt and Whitney, and 
Canadian Department of National Defence. Find out more at 
www.titus.com. 

About Palo Alto Networks
Palo Alto Networks is the next-generation security company, lead-
ing a new era in cybersecurity by safely enabling applications and 
preventing cyber breaches for tens of thousands of organizations 
worldwide. Built with an innovative approach and highly differ-
entiated cyberthreat prevention capabilities, our game-changing 
security platform delivers security far superior to legacy or point 
products, safely enables daily business operations, and protects  
an organization’s most valuable assets. Find out more at 
www.paloaltonetworks.com. 


